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Background: 10 integrates operations security, military deception, electronic warfare, psychological operations,
physica destruction, and computer network attack in order to attack enemy information and information systems
while protecting friendly information and informetion systems. While these e ements produced measurable effects
when performed independently in the past, amphibious forces can maximize combat power through their
synergistic gpplication. Properly integrated 10 dlows the amphibious force commander to shape the enemy’s
estimate of the Stuation, thus reducing the opponent’ s ability to make correct and timely decisons. 10 actsasa
force enhancer pressuring the enemy into a reactive mode by dowing his decison cycle. It dso functionsto
maintain the tempo of the friendly commander’ s decison cycle.

Discussion: The current method of planning and integrating 10 is through the ad hoc 10 cell. Representatives
from the various disciplines comprising the eements of 10 make up this temporary working group. The 10
officer, who is subordinate to the G-3/S-3, leads the cell. While an important tool for integration and planning,
the use of the IO cdl done gives the impression that Information Operations are part-time or secondary. This
limitsits effectiveness. Much like maneuver warfare, the staff must adopt a“mind set” and incorporate 1O in dll
aspects of the plan. The commander must have avehicle to give IO the emphagisit requires.

The Marine Corps Planning Process (MCPP) currently specifies three concepts. Maneuver, Fires and Support.
These concepts are normdly included in the concept of ops and sometimes issued with the commander’ s planning
guidance. They sarveto integrate various warfighting functions and activitieswithin alogicad framework

Recommendation: 10 should be included in MCPP as a concept.  Thiswould not only accentuete the
sgnificance of 10, it would aso create effective guidance for coordinating 10 activities across the amphibious
force' swarfighting functions.

Prepared by:
Maor Douglas 1. Feiring
Conference Group 11

“...We are going to cut the head off, then we’re going to Kill it.” General Colin Powell

Welivein the information age. More and more of the world’'s economic, industrid, media, government, and
military infrastructures are rdiant on information sysems. The world' s information dependency has crested
vulnerabilities which adversaries attempt to exploit in support of their nationd interests. This struggle for
information superiority is known as information warfare (IW). Information Operations (10) isthe military
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application of IW. Offengve IO dlows military commanders “to redlize the practicd effects of IW on the
battlefidd’.[1] It acts as aforce multiplier by integrating severd otherwise separate warfighting functions within
the concept of operations. Information Operations “ affect the actions of combatants at dl levels, in that it
demands coordination in the use of information and precision of action—to an extent never before expected or
possible in warfare.”[2] Although the Marine Corps current method of planning and employing 1O seeksto
integrate its various dements, improvements must be made for this emerging discipline to be atruly effective force

multiplier.

INTRODUCTION TO INFORMATION OPERATIONS

Joint Publication 3-13, Joint Doctrine for Information Operations, provides the following definition:

Information Operations are actions taken to affect enemy information and information systems
while defending friendly information and information sysems. 10 requires the close, continuous
integration of offendve and defensive capabilities and activities, as well as effective design,
integration, and interaction of many capakilities and related activities. Mgjor capabilitiesto
conduct 10 include, but are not limited to, [operations security (OPSEC)], [psychologicd
operations (PSY OPS)], military deception, [eectronic warfare (EW)], and physica
attack/destruction, and could include [computer network attack (CNA)].[3]

Properly integrated, offensve 10 dlows the Amphibious Force commander to shape the enemy’ s estimate of the
Stuation, reducing the enemy’ s ability to make correct and timely decisons while preserving his ahility to do the
same. It helps the commander to achieve surprise, protect friendly troops, gain and maintain the initiative,
increase his freedom of maneuver, cut off enemy units from their leadership, and force the enemy to fight a a
disadvantage[4] “l1O isinherently suited to expeditionary operations dueto its letha and non-lethal aspects, its
ability to project force or influence, and its ability to provide a tailored response to a gpecific misson or criss
environment.”[5] 10’ s effects paradld and complement those of maneuver warfare. Each seeksto force the
enemy into areactive mode by dowing his decison cycle. 10 enhances maneuver warfare by seeking to protect

and maintain the friendly commander’ s decison cyde. “A carefully structured 1O plan preserves [Marine Air
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Ground Task Force (MAGTF)] resources and may greetly assst the MAGTF in synchronizing the activities of &

wide variety of agencies with those of the MAGTF.”[6]

With the exception of CNA,, it is readily gpparent that 1O does not introduce any new warfighting
functions. Four of the dements. PSY OP, OPSEC, military deception, and physical destruction are as old as
warfareitsdf. EW dates back to the first uses of the telegraph. What is new isther synergistic employment
toward acommon god. “Each of the eements can produce measurable effects if performed independently;

however, combat power is maximized through the synergitic application of dl ... dements.”[7]

In the past, commanders employed the various 10 tools "without a holigtic vision of the complementary
effects that one component had for another.'[8]  Although military planners employed each warfighting function
effectively as means towards different ends, they were unaware of and unable to regp the force multiplying
benefits provided by ther integrated use. Contragting their use in two recent U.S. military expeditions will

demondrate the vaue of usng well-integrated 10 eementsin an amphibious operation.

INFORMATION OPERATIONSIN URGENT FURY

An example of aconflict where commanders employed the dements of 10, but their integration and a
unifying concept received no emphasis was the U.S. invasion of Grenada, Operation Urgent Fury, in October
1983. During the operation’s planning phase, leaders employed stringent OPSEC measures a the expense of
most other consderations. Tight security prevented many important joint planners, including severd flag officers,
from learning about and attending critica planning sessons. This hindered coordination and ultimately disrupted
synchronization of the assault[9] Urgent Fury’sleadership did not favorably consider any preparatory
psychologica operations that may have softened initid resistance. They fdt the potentid for surprise was
paramount, therefore strict OPSEC measures were necessary and outweighed any possible PSY OP benefit. To

be truly effective, the OPSEC plan should have been integrated with a deception plan. Urgent Fury's only
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deception plan was the dert order issued under the pretense of amagjor exercise. Ultimately, press reports and
threats from neighboring Caribbean governments nullified many of the desired OPSEC effects, and gave the

idand' s defenders atwo day warning of the impending invasion.

Urgent Fury's planners sought to disrupt the enemy's cohesiveness by targeting criticd Command and
Control (C2) nodes of the defending People's Republic Army (PRA) for physica destruction.  Unfortunately,
intelligence did not adequately support this god and strike aircraft bombed the wrong facilities. On the second
day, intdligence sources findly identified Fort Frederick as the command center of the idand's defenses.
Coordinated defenses ceased after air strikes destroyed thisnode. All that remained was sporadic, isolated

resstance.

The one occasion of productive, if unintentiona, 10 integration produced impressive results. Early inthe
assault, navd gunfire destroyed the idand's radio tranamitter. This effectivdy diminated the PRA's aility to
mobilize Grenadas militia. PSY OP teams quickly filled Grenada s empty airwaves. Their PSY OP messages
motivated the local populace to cooperate with the Americans, who, according to the broadcasts, had come to
end the years of chaos caused by the Peopl€e's Revolutionary Government. Other messages encouraged the PRA
to surrender or face their inevitable defeet by the overwheming U.S. force. Trangmissonsin Spanish informed
the Cuban forces on Grenada that they were safe from U.S. aggression unless they attacked the invasion force.

With the loca radio transmitter destroyed, the defending forces were unable to counter these productive PSY OP

Messages.

Urgent Fury was asuccess. Elements of 10 employed were successful as means to their own ends.
Integration of these complementary warfighting functions under a unifying concept probably would have had a
profound impact on the operation, shortening the time required to achieve objectives and saving lives on both
sdes of the conflict. If U.S. forces had destroyed the enemy headquarters just before the assaullt, initia

resistance may have been sporadic and uncoordinated. If planners had integrated OPSEC with pre-invasion
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PSY OPs or deception, opposition to the forced entry may have been lighter. Urgent Fury's only effective
integration of 10 dements, physical destruction and PSY OP, yielded impressive results. Y et this resulted more
from coincidence than from integrated planning by the JTF--there were no PSY OP planners on the staff.[10]
Leaders of the Grenadainvasion did not exploit the force multiplying benefits of integrating 10 with the concept of

operations. Eight yearslater, Gulf War planners did so with spectacular success.

INFORMATION OPERATIONS IN DESERT STORM

Operations Desart Shidd and Desert Storm were in response to Irag's invasion of Kuwait on 2 August
1990 and indications of continued Iragi aggression. Centrd Command (CENTCOM ) forces deployed to the
Pergan Gulf region to defend Saudi Arabiafrom invasion by Saddam Hussain's forces and to expel them from
Kuwait. CENTCOM planners recognized the effectiveness of integrated 10 as they developed the blueprint to

drive the Iragi forces from Kuwait.

Joint Publication 3-13.1 relates that, "During planning for Desart Storm, leadership recognized that
Irag's command and control was a critica vulnerability whose destruction could enable victory with minimd
friendly loss'T11] 10 objectives were emphasized from the highest levels. Topping the Secretary of Defense's
guidance outlining the military objectives for the operation was, "Neutrdize the Iragi command authority's ability
to direct military operations.[12] Actionslike that of the Joint Force Air Component Commander (JFACC)

demondrate that planned integration of 10 eements accomplished this objective--and more.

The JFACC's use of integrated 10O gresatly enhanced the success of the 16 January 1991 air offensive.
OPSEC planners created a story of heightened dert for a possible Iragi ground attack to cover pre-assault
arrangements such as mission planning, crew rest, and preparing of aircraft and ordinance. Military deception
operations supporting the first night's air raids started many weeks earlier. Frequent evening sorties developed

complacency in Iragi air defense officers by conditioning them to see heavy concentrations of Codition aircraft a
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night. Physica destruction targeted criticd Iragi C2 nodes. The Joint Command and Control Warfare Saff
Officer Course Student Text clearly illustrates the priority that C2 targeting received:

In the firgt hours of the air war...Codition air attacks broke down Iragi air defense C2 and

radars. F-117s, AH-64s, cruise missiles and F-15Es penetrated the Iragi radar system,

attacking key C2 fadilities. In thefirgt five minutes, we attacked 20 air defense, [command,

control and communicationg], eectrica, [and] leadership nodes in Baghdad. By the end of [the]
first 24 hours, nearly 48 such targets had been attacked.[13]

Aviators extensively used dectronic warfare (EW) in support of the offensive air strikes. EW protected
Codltion arcraft by decalving, jamming and destroying (using anti-radiation missiles) the enemy'sradar. The
JFACC integrated PSY OP with physica destruction by dropping lesflets on Iragi positions informing them that,
unless they surrendered, a huge bomb would drop on their location the following day. As promised, 10 planners
followed up with a devadtating air strike. This combination shattered Iragi morde. Consequently, enemy soldiers
surrendered by the hundreds and thousands. The air offensiveis just one example of how 10 unified under
CENTCOM's concept of operations was employed successfully both offensively and defensively throughout the

campaign.

The synergy produced by well-planned and integrated 10 during Operation Desert Storm was, in large
part, reponsble for the astonishing Codition victory. According to Joint Doctrine for Command and Control
Warfare, "Successfully denying Saddam Hussein the ability to command and control his forces substantialy
reduced casudties on al sdes and sgnificantly reduced the time required to achieve Codition objectives'[14]
Synchronization and integration of 10 at dl levelswere criticd to achieving these decisve results. Contrasted
with the Gulf War, Urgent Fury isa study of 10 opportunitieslost. Although successful, the invason of Grenada
could have been less codtly if the elements that comprise 10 were planned and coordinated under a unifying

conceptud framework.

MARINE CORPS 10 PLANNING AND EMPLOYMENT
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Now that the utility of 10 and the value of its high levd integration has been established, an examination of
how the Marine Corps plans and employsit isin order. Marine Corps Order 3430.5A, Policy for Command
and Control Warfare (C2W), gives the following guidance on Information Operations planning and
employment. “C2W isacommand respongbility. C2W will be integrated into the combined arms strategy under
the staff cognizance of the G-3/S-3 to comply Marine Corps and joint policy.”[15] The normd method in which
commanders bring this vague guidance to life is through the joint 10 planning mode presented in Joint Pub
3-13. This method superimposes alO cell on the 6 step Marine Corps Planning Process (MCPP). The
G-3/S-3's10 officer leads the group. Included in this ad hoc organizetion are representetives from targeting,
intelligence, civil affairs, communications, the OPSEC officer, the eectronic warfare officer, the sgndsintdligence
officer and supporting externa agencies. The purpose of the cdll isto integrate the eements of 10 by
representatives from each of the various associated disciplines into a successful plan. Thisworking groupisa
step toward effective integration but improvements are necessary for 10 to live up to its fullest potentia as aforce

multiplier.

ThelO cdl isan important tool for coordinating the various 10 eements. Alone however, it has some
disadvantages that limit its effectiveness. According to the Center for Naval Anadyses sudy, C2W Doctrine and
Procedural Issues, the temporary and ad hoc nature of this organizetion “ gives the impression that [10]
operations are part-time or secondary.”[16] Burying the cdl under the G-3/S-3 may result in |O being
unintentionaly neglected.[17] Confining Information Operations planning to just the 10 gaff limits the concept’s
overdl effectiveness. Like maneuver warfare, 10 isa“mind st that the entire planning staff must adopt to
achieve maximum effect.[18] This*universal 10 consciousness’ would be the ultimate level of integration. 10
training is one step toward this objective. Building emphasis on 10 into the planning processis another.
Commanders can give Information Operations thisimportant accentuation by including it as a concept in the

Marine Corps Planning Process.
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THE MARINE CORPS PLANNING PROCESS

Prior to course of action development, the commander provides his planning guidance. Although not
required, this guidance may include concept statements. These concepts:

integrate dl [warfighting] functions and activitiesin alogica framework. Because el ements of

each [warfighting] function interact with other functions, the concepts serve as an umbrella under

which to organize functions contributing to the same cause. Using these components helps

planners understand rel ationships between [warfighting] activities, and can contribute to asset
alocation and resource management.[19]

There are presently three concepts: Maneuver, Fires and Support.[20] Other concepts may be included as
required. Concepts were created, in part, to force plannersto consider and integrate important aspects of

military operations that have often been neglected in the past.

Under MCPP, 10 guidance, if provided, is split between concepts. This arrangement failsto provide the
proper integration and emphass required to achieve the maximum benefit from 10. This split hinders
development and employment of a cohesive plan.  Effective Information Operations require a concept that

emphasizes and integrates al agpects of 10 within the commander’ s concept of operations.

RECOMMENDATIONS

| propose that 10 be added as the Marine Corps Planning Process' fourth concept. | define this concept
as“A vison of actions employed to attack an enemy’ s ability to command and control while protecting friendly
ability to do the same.” Compare the definition of Information Operations to that of aconcept. The amilarity is
driking. Both seek to integrate different but complementary warfighting functionsin order to achieve acommon

objective. Including 10 in this manner is congstent with both the definition and intention of a concept.

The commander’ s 10 concept would guide the efforts of the 10 cell. It would serve as anicon to the
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rest of the planners reminding them of 10’ simportance, guiding them to incorporate it into every aspect of the
plan.[21] Thisarangement would not only accentuate the significance of 10, it would aso cregte an effective
vehicle for coordinating 10 activities across the Marine Corps spectrum of warfare areas[22] It providesthe

“mind s&t” required for our Marine Corps to achieve the maximum combat enhancing benefit that 10 provides.

CONCLUSION

1O doctrineis till evolving and it will take some time for the most sensible method of planning and
employment to unfold.[23] Thefind product needs to address the requirement to provide “coordination and
precison of action--to an extent never before expected or possible in warfare.”[24] We do not need to make a
momentous doctrind shift to “get there from here” The Marine Corps Planning Process places effective |O
integration and employment within our grasp today. Cresating a concept of 10 would alow our Corpsto regp the

full benefits of this force multiplying capability.
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